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Abstract- The rapid proliferation of the Internet of Things (IoT) has significantly transformed modern control sys-
tems by enabling real-time data acquisition, intelligent decision-making, and seamless connectivity across distributed
environments. This paper presents a systematic review of IoT-based control systems, covering studies published
between 2015 and 2025, with emphasis on architectural foundations, enabling technologies, control strategies,
and major application domains. The review paper analyses five key domains, namely industrial automation, smart
manufacturing, healthcare, smart homes and buildings, transportation, and energy and smart grids, while examining
major control and optimization approaches integrated with IoT, including data-driven, adaptive, intelligent, and
distributed control methods. It also identifies four major cross-cutting challenge categories, namely security and
privacy, interoperability and standardization, latency and reliability, and energy efficiency and sustainability, which
continue to limit large-scale deployment. In addition, the study highlights eight emerging research directions,
including edge-fog-cloud co-design, federated learning, TinyML, digital twins, zero-trust security, and safe learning-
based control. The novelty of this review lies in its unified perspective that connects IoT architecture, embedded
intelligence, control and optimization frameworks, and cross-domain applications within a single analytical structure.
By synthesizing existing literature and revealing key research gaps, this work provides a clearer foundation for
developing secure, scalable, and resilient next-generation IoT-driven control systems.

keywords: Internet of Things (IoT), Smart Control Architectures, Embedded Systems, Automation, Smart infras-

tructure.

I. INTRODUCTION

The Internet of Things (IoT) can be considered one of the significant technological innovations that change the relationship
between physical and computerized systems. It can be defined as a system of connected devices that have sensors and
actuators and exchange and process data with a minimal number of human interventions [1]. In contrast to conventional

technologies that were concentrated on human communication, IoT allows machines to communicate and interact with
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humans giving rise to intelligent cyber-physical systems. It is implemented in smart cities, Industry 4.0, digital healthcare,
and energy management systems, which are based on this capability [2]. The IoT architecture is usually represented in
the form of a layered structure that represents the functionality of the IoT systems. In this regard, the perception layer
represents the process of gathering environmental data through sensing technologies, which is then transmitted through the
communication networks between the devices. The data is then processed in the middleware layer, in which the intelligent
services are performed through the application of the computing function. The application layer represents the process of

providing services in different domains like healthcare, industry, and transportation, as represented in Fig. 1. The integration
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Figure 1: Fundamental segments [5].

of IoT with modern control systems is a paradigm shift in the architecture of control systems [6]. Conventional control
systems have been developed around a centralized closed-loop feedback control system, where embedded processors are
used for control purposes with the help of sensors and actuators for a particular task or a local operation. Such control
systems may prove to be efficient for a particular scenario; however, they may not prove to be flexible or global in their
outlook [7]. IoT has taken this a step further with the development of a distributed system consisting of intelligent devices
that cooperate with one another for a particular control objective [8]. Such control systems have been developed for efficient
monitoring and predictive maintenance in industries [9], continuous patient monitoring and diagnosis in healthcare [10],
real-time coordination in transportation systems [11], and home automation in domestic settings [12]. Embedded systems

have a crucial role to play in this scenario; however, with the integration of IoT, these systems have evolved beyond their
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conventional operation to become a crucial part of a dynamic intelligent control system [13],[14].

With these opportunities and challenges in view, the purpose of the paper is to perform a systematic review of the IoT
applications in control and embedded systems and with special emphasis on how the technologies can be used in creation
of intelligent control architectures. Investigating the structural models of 10T and their roles and usage, the current research
tries to provide an insight into how IoT can revolutionize control systems. Much focus is narrowed to the process of
changing control loops with the help of the IoT and how these technologies influence the construction of intelligent control
architectures. Through examining these features of IoT and how they have been used in the control and embedded systems,
the study will provide contributions to the comprehensive understanding of IoT and how it is poised to revolutionize control

systems.

II. PROPOSED REVIEW METHODOLOGY

This paper was done as a systematic review to present a systematic and reproducible study of the use of the IoT in
control systems. The major academic databases such as IEEE Xplore, Scopus, ScienceDirect, SpringerLink and Google
Scholar were used to conduct the literature search. The review was primarily based on the publications only published in
2015-2025, but some older studies were also included to gain background information when required. The search strategy
included the combination of the following keywords: Internet of Things, IoT-based control systems, embedded systems,
smart control architectures, industrial IoT, and IoT optimization. The screenings of the collected studies were done in a
series of steps, as identification, screening of titles and abstracts, full-text screening and last selection. The articles were
added since they had a direct connection with IoT-enabled control systems, embedded intelligence, control or optimization
techniques, and key areas of application, including healthcare, industry, smart homes, transportation, and energy systems.
The studies were filtered out based on whether they were duplicated, insufficient technical description, and general topics
about IoT without specific references to control systems. Then, the chosen papers were analysed and categorized based on
their architectural models, enabling technologies, control strategies, application domains and significant challenges. This
systematic process contributed to making the literature synthesis clear and assisted in outlining research trends, limitations,

and future directions in the area of intelligent control systems based on IoT.

III. BACKGROUND AND RELATED WORK

The growing amount of work on the IoT testifies to its immense importance in the development of infrastructure in
modern conditions, especially in the smart control and embedded systems. IoT enhances flexibility, efficiency and scalability
by providing continuous monitoring and real-time reaction to dynamic setting. Although there is no unanimity in the method
of its implementation, such as prototyping and simulation, overall, there is an agreement on its efficiency in improving the
performance and reliability of the system in several applications like home automation, energy management, and healthcare.
Serpanos and Wolf (2018) offer models of IoT architecture with the focus on the layered design, security, and system-level
factors [15]. Priyadarshini et al. (2023) explore the field of IoT-based healthcare systems, pointing out the trade-offs of
the efficiency of the algorithms, energy consumption, and latency in processing ECG [16]. Wu and Chen (2024) suggest

a multi-layer IoT control system that will produce lower power usage and will still have a stable output [17].
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Following that, Murad, Bayat and Marhoon (2021) implement a two-layer smart house set up based on Arduino and
NodeMCU, and an efficient automation, security, and energy efficiency are shown [18]. Kostolani, Murin, and Kozak
(2019) discuss the problem of interoperability in the context of industrial applications, where the authors combine the legacy
systems of PLCs with the IoT gateway and the Node-RED [19]. Moreover, Tran and Ha (2015) present a decentralized
control framework that enhances stability and performance of the system facilitating the reliable IoT-based control systems
[20].

The system that Sahrab and Marhoon (2022) suggest involves a low-cost smart home security system based on the Nano
and Leonardo microcontrollers, which will include intrusion, fire, and gas sensors and controlled with the help of Bluetooth.
The product can be shown to be cost-effective and can perform reliably than GSM- and internet-based ones [21].
Kadhim et al. (2026) value-add an ESP32-based smart medical storage device based on the IoT, supported by Wi-Fi and
environmental sensors and surveillance capabilities. The system is highly accurate, consumes little power, and enhances
the security of the sensitive medical products [22].

Putra, Akbar, and Ramadhani (2023) develop a smart home system based on Raspberry Pi that can be used to control
lighting and temperature through the Blynk application, the work of which is organized in the manual and automatic mode
with stable real-time performance [23]. On the same note, Jabbar et al. (2018) introduce Wi-Fi-based home automation
system with Arduino Mega and Virtuino app, which can provide cost-effective solution to local and remote control of
appliances [24].

The article by Iqal et al. (2024) presents a systematic review of the topic of access control in IoT and examines 96 studies
to solve the problem of fragmentation in the field. Their work recognizes important requirements, facilitating technologies,
and measures of evaluation, which are useful in achieving a more coherent vision of IoT security [25]. Next, Xu et al.
(2018) give a detailed review of the Industrial IoT in the context of Cyber-Physical Systems and connects the control
architecture, networking, and computing paradigm. Their work elucidates a trade-off made in the completion concerning
the latency, reliability, and growth in the industrial setting [26].

Ganda et al. (2024) give a systematic review of the IoT security, discussing the layered architecture, vulnerabilities and
mitigation measures. They note in their work the absence of secure-by-design solutions and the necessity of verifiable and
updateable security solutions throughout the IoT stack [27].

Lee, Park, and Kim (2018) introduce a proposal of IoT-powered and AR-assisted disaster management in smart buildings,
which combines the multi-sensors and the real-time directions. They show in their prototype that evacuation and situational
awareness are more effective in case of an emergency [28].

Alsharif, Kelechi, and Albreem (2024) survey IoT-based monitoring and control systems, in terms of applications, ar-
chitectures, and communication technologies. They emphasize that it is necessary to choose appropriate communication
protocols depending on the specifics of the system and the necessity to guarantee interoperability and high-security systems
[29]. Zreikat, Atwan, and Ezdawi (2025) explore the implementation of the IoT at 5G networks, where security issues are
discussed concerning a large-scale environment with low latency. They draw attention to the purpose of Al-driven detection

schemes and secure OTA updates to guarantee robust IoT deployments [30].
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Kobara et al. (2016) analyze cybersecurity threats to IoT and industrial control systems and single out weak authentication
and exposure through such tools as SHODAN. They suggest a multi-level defense framework such as network isolation,
credential management, and security testing tools and provide an effective guidance on protecting the systems [31].

In the article, Alshdadi (2023) introduces an IoT-oriented smart home assistant that serves as a self-care system applicable
to the elderly population group. The proposed KNN-ABC model is much more efficient compared with the conventional
approaches as it enhances the activity recognition and brings about greater user safety [32].

Dhaou et al. (2023) create an IoT-based smart meter and plug-based system to monitor the energy in real-time, allowing
the precise measurements of electrical parameters and the automated reaction (turning on the load, turning off the load) to
the specific incidents and shows the successful energy management in the homes [33].

Kurniyawani (2025) develops a privacy-conscious smart home security solution which incorporates motion and on-device
Al and mobile apps. The system offers real-time alerts without sacrificing responsiveness and privacy factors [34].
Soliman et al. (2017) suggest a low-cost IoT-based home automation and security system with the usage of Raspberry Pi
and wireless sensors. Their system allows real-time monitoring and access remotely and they prove to be very reliable
and efficient in working practices [35]. Kotha and Gupta (2018) consider the IoT applications, architectures, and enabling
technologies, noting some of the fundamental issues, including interoperability and security in smart environments [36].
Neelakandan et al. (2021) suggest the IoT-based traffic control system on optimized OWENN classifier with high accuracy
and enhanced adaptive traffic signal control [37]. The survey of Sikder et al. (2018) of IoT-enabled smart lighting systems
indicates that they can help to save energy by up to 33.33 percent [38].

Samie et al. (2016) consider embedded computing in IoT focusing on design trade-offs regardless of resource constraints
and enabling the creation of low-power and secure edge devices [39]. Netinant et al. create a multimodal IoT home
automation system, which is reliable in voice and sensor-based control and its performance is maintained [39]. Alsharif,
Alzahrani, and Alotaibi (2020) present a smart waste management system, which is an loT-based platform that works with
sensor-based bins to monitor waste parameters in real-time, enhancing its efficiency and safety in urban settings [40]. Kaza
et al. (2018) also highlight the importance of data-driven approaches and governance systems in streamlining large-scale
waste management systems [41].

Finally, Alam, Reaz, and Ali (2012) cover a review of the smart home technologies in details, stating the challenges like
security and interoperability and the advantages they have on energy efficiency, automation and quality of life [42].

In Table I, major IoT research between 2015 and 2025 has been summarized. Early studies were on control structures and
simple home automation, but later studies were on industrial interoperability, energy efficiency, and security. By 2021-2022,
the focus changed to low-cost smart systems and traffic management based on such platforms as Arduino and Raspberry Pi.
The latest researches implement the most innovative methods of machine learning and Al in order to improve performance,
privacy, and real-time flexibility. In general, these trends underscore the future of IoT and present a basis to the further

development of research directions.
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TABLE I
Summary of IoT applications and research contributions (2015-2025)
Authors Year | Contribution Method Results
Serpanos & Wolf 2018 | IoT architecture models | Device—fog—cloud layered | Improved scalability and
design system organization
Priyadarshini et al. | 2023 | ECG IoT healthcare FPGA-based QRS detection | High accuracy, low power
(~0.7 mW)
Wu & Chen 2024 | Energy-efficient IoT | Multi-layer + gateway pro- | Reduced energy consump-
control tocols tion, stable output
Murad et al. 2021 | Smart home security Arduino + NodeMCU, sen- | Reliable automation and in-
sors trusion detection
Kostol4ni et al. 2019 | Industrial IoT gateway Siemens [0T2040 + Node- | Improved interoperability
RED and scalability
Tran & Ha 2015 | Decentralized control DepCS/DSC framework ~35% performance
improvement
Sahrab & Marhoon | 2022 | Low-cost smart home Dual microcontrollers + | Affordable and reliable sys-
sensors tem
Marhoon et al. 2023 | Vehicle safety system GSM/GPS + sensors Real-time tracking and
alerts

Putra et al.

2023

Raspberry Pi  smart

home

Sensors + Blynk app

Low-cost, responsive con-
trol

Jabbar et al. 2018 | Wi-Fi home automation | Arduino Mega + app Practical remote-control
system

Igbal et al. 2024 | Access control survey Systematic review Identified research gaps

Xu et al. 2018 | IoT/CPS survey Layered system analysis Clarified design trade-offs

Ganda et al. 2024 | IoT security review Layered threat analysis Highlighted security chal-
lenges

Lee et al. 2018 | IoT-AR disaster system | Sensors + AR interface Improved evacuation effi-

ciency

Alsharif et al.

2024

IoT systems survey

Cross-domain analysis

Emphasized interoperability
needs

Zreikat et al.

2025

[oT=5G integration

Al security + OTA updates

Enhanced resilience and se-
curity

Kobara et al.

2016

ICS/I0T security

Layered defense + honey-
pots

Practical security improve-
ments

Alshdadi 2023 | Elderly smart home KNN-ABC + robot ~93.7% accuracy, improved
safety

Dhaou et al. 2023 | Energy management Smart meter/plug + IoT Real-time monitoring and
control

Kurniyawani 2025 | Al home security PIR + camera + ML Privacy-aware real-time

alerts

Soliman et al. 2017 | Smart home system Raspberry Pi + cloud Reliable, low-latency moni-
toring

Kotha & Gupta 2018 | IoT survey Applications + architecture | Identified key challenges

Neelakandan et al. | 2021 | Traffic control OWENN classifier ~98% accuracy, reduced
congestion

Sikder et al. 2018 | Smart lighting Sensor-based IoT ~33% energy savings

Samie et al. 2016 | Embedded IoT systems | HW/SW co-design Efficient low-power systems
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Netinant et al. | 2024 | Voice-based smart home | IoT + voice/PIR sensors High accuracy & reliability
Alsharif et al. | 2020 | Smart waste system Sensor-based IoT bins Improved efficiency and
safety
Kaza et al. 2018 | Waste management Data-driven systems Enhanced urban sustainabil-
ity
Alam et al. 2012 | Smart home review Architecture + communica- | Improved automation and
tion QoL

IV. EVOLUTION OF 10T

IoT development is closely connected with the advance of industrial revolutions. Industry 1.0 was marked by the
mechanization and Industry 2.0 was marked by electricity and mass production. Industry 3.0 was typified by automation
and utilization of digital technologies. The industry 4.0 integrates IoT and cybers-physical technologies, Al, as well as
sophisticated networking and establish intelligent connectivity (see Fig. 2). The IoTT in its essence may be regarded as
the outcome of the long-term industrial innovation that has resulted in the development of interconnected, autonomous
physical things.

The dynamism of the number of IoT devices highlights its transformational nature to the industry and society. It is estimated

INDUSTRY 4.0

Al IoT, and smart
technologies are
transforming

Shift from handcraft industries
to machines powered
by steam and coal

INDUSTRY 1.0

Figure 2: Industrial revolutions from mechanisation to IoT.

that the number of connected devices in the world will grow as a result of an average yearly growth of 16.6 billion in 2019
up to 25.2 billion in 2028 (Fig. 3). True impetus behind this growth includes sensor miniaturization, IPv6, and low-latency
5G networks where real-time communication is possible [44]. Also, edge computing helps to diminish the use of centralized
systems as it can perform local data processing, which enhances responsiveness. IoT systems have become predictive and
autonomous in their decision making coupled with artificial intelligence and machine learning. Therefore, IoT has become

a necessity in areas like precise agriculture, healthcare, smart grids, and smart transportation systems [45].
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The following Fig. 4, provides an example of the layered IoT architecture in which the perception, communication, and

Global IoT Devices Connected (2019-2028)

Year H 2019 M 2020 W 2021 W 2022 W 2023 H 2024 W 2025 W 2026 W 2027 W 2028

2019 2020 2021 2022 2023 2024 2025 2026 2027 2028

Connected Devices (billions)

Figure 3: Global IoT device growth (2019-2028).

computation aspects can be integrated to enable the smooth interaction of the physical and digital worlds in different fields
of applications including healthcare, industry, and smart cities. The perception layer entails gathering and transformation
of the environment by sensors that underlies the measurement of accuracy and dependability of the system. Data can be
transmitted using many technologies depending on the network layer including Wi-Fi, Bluetooth, and 5G, hence, ensuring
interoperability and real-time communication. Data storage, processing, and analysis, which are facilitated by cloud or
edge computation, are part of the application layer hence creating knowledge to make decisions. The IoT market has been
witnessing a considerable growth all over the world with projections going up to USD 260 billion in 2019 to around USD
835 billion in 2028 (Fig. 5) and is currently undergoing one of the highest growth rates in the ICT sector. Some of the
developments that have facilitated this growth include low-power wide-area networks, the uptake of 5G, the miniaturization
of sensors, and the combination of Al and machine learning with edge computing [47, 48]. The pace of the post-2020
boom is partly associated with the COVID-19 pandemic, which hastened the implementation of the IoT in the fields of
telemedicine, remote monitoring, and automation. This trend is consistent with diffusion of innovation theory and network
externalities, in which more people being connected makes a system valuable. Although it is growing, there are still issues
such as standardization, cybersecurity, energy efficiency and governance. In general, IoT is a significant part of Industry

4.0 that defines the future technological and socio-economic systems [49].

V. 10T FOUNDATIONS IN CONTROL AND EMBEDDED SYSTEMS

The integration of the Embedded systems may be regarded as the core of the IoT as it is the computational and control
core that connects physical and digital space. An IoT device generally comprises of an embedded system which contains
sensors, actuators and processing devices to measure real world data and run automated actions. Fig. 6 demonstrates
that sensors and actuators are connected to the environment and send their data to the embedded devices, including

medical systems, smart meters, or industrial controllers, to be processed and controlled [50]. This is followed by attaching
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Figure 4: Layered IoT architecture for smart data acquisition and cloud integration (redrawn and adapted from [46]).

[oT Market Rise (2019-2028)

N 2019 W 2020 W2021 W2022 W2023 W2024 W2025 W2026 W2027 M 2028

2019 2020 2021 2022 2023 o 2024 2025 2026 2027 2028
ear

Market Size (USD Billions)

Figure 5: Global IoT market growth and projections from 2019 to 2028.

these embedded systems to a communication infrastructure either via a local network (e.g. home router) or a wide area

cellular network enabling real-time exchange of data with a server and distributed platforms over the web. This top-down
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Figure 6: IoT embedded systems interacting with hardware, networks, and the internet.

connectivity is an indication that embedded systems cannot function in isolation but are a part of a larger ecosystem of
interconnected devices that form the IoT. Continuing on this, Fig. 7 displays the general structure of the IoT whereby
the IoT devices are linked to the gateways running either embedded or real-time operating systems which transmit data
over the networks and cloud infrastructure to the application platforms [51]. This pipeline is indicative of the layered IoT
architecture which has device, gateway, network, cloud and application layers with each layer adding to overall intelligence
of the end-to-end system. Embedded systems can be deployed to serve as local controllers, allowing fast decision-making
locally without cloud-based optimization and coordination analytics. Their low power consumption coupled with real-time

performance capabilities make them very necessary in critical applications like the healthcare, autonomous systems and
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Figure 7: Simplified IoT architecture.

industrial automation. Together with enhanced sensing and trusted communication, scalable data management, embedded
systems constitute the basis of the IoT as a functional cyber-physical ecosystem in tune with the industry 4.0 [52]. The
IoT is also the paradigm shift of the control systems as it shifts the centralized architectures to the distributed intelligence.
The IoT allows the local decision-making of edge devices, in contrast to traditional systems that are susceptible to latency
and single points of failure, so that global coordination is achieved through cloud or fog computing. It is applicable in
applications like smart manufacturing and energy systems to improve real time control, system efficiency and resilience
[53], [65]. Besides, the IoT leads to the development of control theory, making systems adaptive and predictive, which
enhances their performance and fault tolerance. On the whole, it changes control systems into self-organizing adaptive

networks in such industries as healthcare, transportation, and agriculture [54].

VI. APPLICATION DOMAINS OF IOT IN CONTROL SYSTEMS

The fast development of the IoT has transformed the outlook of the current state of control systems by incorporating
intelligence, connectivity, and information-based decision-making in a broad range of areas of application. In contrast
to the control architectures of the old times that were centralised and inflexible, the IoT-enabled systems are based on
distributed sensing, embedded computation, and real-time communication to form adaptive, resilient, and context-aware
infrastructures. All these functions enable IoT to address the disparity between tangible processes and digital ecosystems
through the conversion of unprocessed sensor data into operational knowledge by using edge intelligence, sophisticated
communication systems, and cloud-based data management. IoT has brought about innovation in the modern socio-technical
systems by being efficient, flexible, and sustainable. Its influence can be traced in various settings, different industries and
energy plants, healthcare systems, transport systems, and houses. In order to underline such a range of influence, five
key areas where IoT has a critical role in the contemporary control are discussed in the following subsections industrial
automation and smart manufacturing, healthcare and biomedical systems, smart homes and buildings, transportation and

mobility, and energy and smart grids.
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A. Industrial Automation and Smart Manufacturing

The integration of IoT into industrial automation and smart manufacturing represents a significant shift aligned with
Industry 4.0, combining cyber-physical systems, connectivity, and data-driven intelligence. Modern systems adopt a multi-
layered architecture where sensors, gateways, and cloud services interconnect to form integrated industrial ecosystems (see
Fig. 8). Smart IoT sensors enable real-time monitoring of parameters such as temperature and vibration while supporting

historical data analysis for predictive maintenance and process optimization [55].
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Figure 8: IoT ecosystem in smart industry applications.

The IoT architecture (Fig. 9) is grounded on six interconnected layers, i.e. physical processes and data acquisition,
data processing, and data analysis. The physical level of interaction is possible due to the use of sensors, actuators, and
microcontrollers, and the interoperability is achieved by communication protocols like ZigBee, LoRaWAN, Wi-Fi, MQTT,
and CoAP. The processed data is calculated through computation instruments to assist predictive maintenance, energy
optimization, and adaptive control [56]. IIoT also allows cross-domain applications, and it can be used to support machine-
to machine communication, asset monitoring, and flexible manufacturing. It is compatible with SCADA systems, and
this feature improves monitoring and semi-autonomous operations. Also, IIoT can be used to make an organization more
sustainable through the saving of energy and increasing equipment maintenance time. Nevertheless, there are still issues,

such as scalability, information protection, and cyber-physical resistance [57].
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Figure 9: Architecture of IoT-enabled industrial automation [56].

B. Smart Manufacturing

The IoT and IIoT have a major role to play in facilitating smart manufacturing in Industry 4.0. Whilst IoT is a general term
used to relate devices, IIoT is applied to the industrial settings where efficiency, reliability, and productivity are of paramount
concern. It allows real-time machine, sensor, and enterprise systems communication, and supports more advanced strategies,
including predictive maintenance, intelligent scheduling, and adjustive production. Compared to conventional automation,
IIoT supports interrelated, agile, and robust manufacturing, and is also compatible with other technologies like Al, big
data, and cyber-physical systems [57], [58].

The fundamental building blocks that constitute IIoT are embedded systems and especially microcontrollers that offer real-
time and low-cost processing and communications. They connect physical machines to digital platforms allowing them to
monitor and control on a continuous basis. As an example, smart manufacturing involves microcontrollers reading sensor
readings of equipment and sending the readings to be analysed, which helps predict the maintenance and optimize the
process. Through IoT, IIoT, and adjacent technologies, including cloud computing and Al, which is shown in Fig. 10, smart

factories can become adaptive, data-driven, and self-optimizing systems [59].

C. Healthcare and Biomedical Systems

The application of IoT and embedded systems especially microcontroller-based systems has greatly improved the current
healthcare applications through real-time monitoring and decentralized decision making. Implantable and wearable gadgets

gather physiological information, which is computed locally and can be sent through low power communication technologies
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Figure 10: IoT and enabling technologies of the smart factory within Industry 4.0.

to gateways like smartphones. These gateways send the data to the cloud systems, making clinicians to be able to
conduct remote monitoring, diagnosis and intervention. Application areas include telemedicine and mobile health which are
supported by this layered architecture and make care continuity and scalability more achievable (see Fig.11). In systems
terms, it is a transition to cyber-physical healthcare settings which will improve efficiency, access and patient-centred
care [60]. Microcontrollers are also important in facilitating local intelligence in the healthcare systems based on IoT
because they allow real-time processing, including signal filtering and emergency response. This is edge-level processing
that minimizes latency and bandwidth usage as well as provides reliable operation even at network failure. It also enables
constant monitoring of patients and anomalies can be identified at an early stage and medical care taken. On a bigger scale,
IoT and microcontroller-based systems enable optimization of healthcare on a large scale, such as resource management
and Al-based diagnostics. These technologies, combined, are accelerating the process of implementing efficient, connected

and patient-focused healthcare systems [61].

D. Smart Homes and Buildings Systems

Smart homes and buildings are one of the most important applications of IoT, which will turn the traditional environment
into smart, efficient, and responsive systems. These systems are usually three-layered in architecture, i.e. perception, network
and application. Data about the environment and operation are gathered using sensors and processing and control is
made possible through embedded systems, thus minimizing the latency, and making it possible to respond to events
in real time. Information is sent through communication systems including Wi-Fi and ZigBee to cloud systems, which

produce insights and automate activities in a closed-loop system using Al and machine learning [62]. Such architectures
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Figure 11: IoT-enabled smart hospital architecture.

maximize energy efficiency, security and comfort to the user. As an example, occupancy- and environment-responsive
lighting and HVAC systems can be used, and security systems connected to the IoT can deliver real-time data and alerts.
Embedded microcontrollers can guarantee good local performance even when there are connectivity problems and predictive
maintenance since they can detect possible system failures [63]. Smart homes are not only isolated structures but they also
form part of larger smart city systems, where they communicate with energy grids, transport and health systems. Such
interconnectedness can facilitate sustainable management of resources and city-level resilience, and IoT-enabled buildings

(see Fig. 12) have become the key constituents of smart cities and Industry 4.0 infrastructures in the future [64].
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Figure 12: IoT-enabled smart building ecosystem.

E. Transportation and Mobility Systems

The IoT and embedded systems and the enhanced communication technologies are changing the transportation and
mobility systems in a radically different manner and are all elements of safer, more efficient and sustainable mobility. The
contemporary smart transportation systems are way ahead of car monitoring, and have since been expanded to include
cars, buses, and trains, aeroplanes and water transport as coherent and intelligent systems. These systems rely mostly on
the IoT devices and embedded microcontrollers that collect data through cameras mounted on the cars, roads and transit
stations and process it locally to make decisions in real time and transfer them to communication systems to be analysed
on large scales. The intelligent mobility architecture depicted in Fig. 13 takes into account an enormous variety of different
elements: adaptive cruise control and vehicle to vehicle communication systems that reduce the number of collisions and
maximize the driving efficiency; fleet management systems that observe the situation and optimize the logistics; and the
platforms that regulate the navigation that adjusts to the situation on the road. On the same note, the crash avoidance
and travel assistance programs incorporate the use of microcontrollers to decode the resultant data brought about by
the cameras, radars, and lidar systems to produce a real-time response to avoid accidents [65]. Besides road transport,
intermodal coordination, in the context of IoT-based communication networks (e.g. WLAN, mobile networks, land-based
broadcast and satellite networks), involves the connection between the various forms of travel (e.g. trains, buses, ships
and aeroplanes) into a mobility chain. One of them is passenger information systems which can offer real-time arrival and
departure, interconnection, and trip-planning services which can incorporate this information into convenient applications in
order to make the commuters more comfortable. The indicators and intelligent infrastructure developed using the IoT may

be applied in the traffic management to respond dynamically to the traffic, weather, or emergency to reduce traffic jams and
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Figure 13: IoT-enabled smart transportation and mobility system.

become one of the factors that increase the degree of urban safety. Infrastructure embedded systems and automotive ensure
that edge-safe and rapid data processing is performed to reduce the latency time of critical safety processes. Meanwhile, a
more advanced set of applications like predictive analytics, demand forecasting and transport network optimisation can be
implemented on cloud-based platforms. The mixture of the above may be viewed as a paradigm shift of mobility as it is
no longer an individual vehicle that is being automated through the assistance of IoT and embedded systems; it is an entire
multimodal transport networks that are being planned. Subsequently, there is an influential use of intelligent transportation
systems in building sustainable cities, prevention of accidents, enhancement of the efficiency of the environment, and it

offers people and goods with consistent mobility [66].

F. Energy and Smart Grids Systems

Introduction of the IoT and the IIoT to energy systems and smart grids is an evolutionary revolution occurring in the
current infrastructure of power generation, and is, in essence, the restructure of the production, transmission, distribution, and
consumption of electricity. The Internet of Energy (Fig. 14) provides an example of how, based on interconnected devices,
modern communication systems, and intelligent data processing, a cyber-physical ecosystem brings together households,
industries, electric vehicles, renewable energy plants, and utility operators [67]. At the consumer end, IoT-based applications,
such as smart meters, home energy management systems and smart appliances are adopted to offer granular real-time

consumption feedback to prosumers to enable them to maximise their energy use, and participate in demand response
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programmes. At the industrial level, IIoT scenarios maximise the efficiency of significant objects, including transformers,
substations and renewable energy farms, through predictive maintenance, fault detection, and autonomous control, reduce
downtimes and ensure that the life cycles of the objects are as long as possible. The combination of the distributed
renewable energy sources and intelligent forecasting algorithms and dynamic grid-balancing systems with IoT and IloT
nodes will enable the integration of such sources and will enable overcoming the challenges of the intermittency of the given
resources. In addition, the two-way communication of the smart grids enables the potentiality not only of load balancing,
but also of peer-to-peer energy trading that makes possible the existence of decentralised energy markets and micro grid
architectures. The supportive infrastructure takes advantage of the cloud computing, edge computing, and satellite-aided
communication to compute large amounts of heterogeneous data securely and with low latency to offer both cyberspace
resilience and operational reliability. Such kind of the ecosystem can be predicted by the application of predictive analytics
to it by bringing machine learning and artificial intelligence to it to predict consumption patterns, optimise storage space in
batteries and electric vehicles, and minimise losses in transmission across the network. The synthesis between the structure
of IoT and IIoT in the Internet of Energy forms an adaptable, scalable, self-governing energy model that is capable of
responding to the exigencies of sustainability, grid resilience, and a carbon emission reduction and a crucial step towards

the realisation of smart, sustainable cities and decarbonised energy futures of the global energy transition models [68].
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VII. IOT-ENABLED CONTROL AND OPTIMISATION FRAMEWORKS

IoT-based control and optimization systems have converted the classical inflexible control systems into flexible, layered,
cyber-physical system that brings together sensing, communication, computation and actuation at edge, fog, and cloud layers.
Fast local control is supported by real-time information obtained by distributed sensors, whereas the coordination, opti-
mization, and large-scale analytics are maintained by fog and cloud layers. Metaheuristics and other advanced optimization
methods are common in the tuning of controllers as well as allocation of resources in complex constraints [83-85]. Adaptive
control under uncertainty can be achieved using decision-making techniques including fuzzy logic, Bayesian inference, and
reinforcement learning, which are frequently used as a combination of model-based and data-driven techniques. Federated
and distributed learning also feature greater system scalability, privacy and resilience against uncertainties and attacks are
also improved by robust and stochastic optimization. Also, formal verification techniques provide stability and safety of
the systems. Together, these will allow static, robust, and self-organizing IoT control systems in complicated real-world
systems [69, 70]. Having a mission with the aim of integrating IoT in the control and optimization systems provides a
platform where intelligent systems are able to confront complex, uncertain and dynamic environments. IoT devices generate
enormous volumes of data which are exposed to edge, fog, and cloud computing to enable real-time and long-term decision-
making. The metaheuristic algorithms and decision-making processes i.e. reinforcement learning and Bayesian methods
is what enables predictive maintenance, resource optimization and adaptive control. The various optimization models like
the PSO, Genetic Algorithms and the Grey Wolf Optimization offer various methods of parameter tuning and system
design and hence are more scalable and resilient in cases of critical application [71-76]. These frameworks are also
assisted by embedded systems since they combine digital intelligence and physical processes. Cheap systems include PIC
microcontrollers, Arduino, and Raspberry Pi that may be utilized to gather data, process it onboard, and manage devices.
They are also flexible and scaled and can be incorporated with the communication networks and cloud systems to facilitate
effective and reliable deployments of IoT. Brought together, the technologies will be able to bridge the theoretical-practical
disconnect in such fields as smart grids, transportation and factory automation [77, 78].Table II summarize the optimization

and decision-making algorithms for IoT-based control systems.

VIII. CROSS-CUTTING ISSUES AND CHALLENGES

The ubiquity of IoT-based control systems is curtailed by diverse intersective issues that directly determine their reliability,
credibility and long-term scalability. The most urgent concerns are always found to be security and privacy, surveys show
that vulnerable issues such as unauthorised access, data alteration, and cyberattacks are some of the major hindrances,
and these issues are cited by about 49 percent of the respondents. The necessity of ensuring a good data integrity,
implementation of strong authentication mechanisms, and implementation of intrusion-detection systems is therefore a
major precondition of mission-critical infrastructures. The interoperability and standardisation issues which the nearly 36%
of the questionnaire respondents reported about are also vital due to the difficulty of integrating heterogeneous devices
and communication protocols into the multi-vendor environment. Without standardisation, interoperability gaps emerge

causing inefficiencies and limiting the scale of the massive IoT solutions. The next burning problem is linked to energy
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TABLE II
Optimization and decision-making algorithms for IoT-based control
Algorithm Type IoT Control Use Advantages Limitations
PSO Swarm PID/MPC tuning, | Fast, simple, parallel | Premature
routing, energy convergence,
parameter-sensitive
GA Evolutionary Network design, task | Flexible, multi- | High cost, encoding
allocation objective dependent
HHO Swarm Parameter tuning, | Strong exploration Slow convergence
prediction
Jaya Parameter-free Edge control tuning No parameters, | May stagnate
lightweight
BH Physics Routing, clustering Simple, balanced | Diversity loss
search
AOA Physics Scheduling, energy | Handles constraints | Limited validation
optimization well
ROA Swarm Multi-agent coordina- | Adaptive Parameter sensitivity
tion
GWO Swarm Controller tuning Few parameters, | Slow exploitation
global search
COA Swarm Fault detection, rout- | Escapes local optima | Computationally
ing heavy
SFO Swarm Clustering, coverage Efficient distribution Limited theory
MPC Model-based Energy, control, coor- | Predictive, constraint- | Model-dependent,
dination aware heavy
BO Surrogate Hyperparameter tun- | Sample efficient Poor scalability
ing
Fuzzy / Fuzzy MPC Rule-based Uncertainty handling | Interpretable, robust Rule explosion
ADMM / Distributed Opt. Distributed Multi-agent systems Scalable, privacy- | Needs reliable comms
aware
POMDP Probabilistic Decision under uncer- | Handles partial info High complexity
tainty
MCDA (AHP, TOPSIS, PROMETHEE) | Decision-making | Multi-objective trade- | Transparent Needs weights
offs

efficiency and sustainability, which nearly fifty three percent of the respondents cite as a critical concern especially in

the resource-starved environment where miniature-power gadgets and extended networks is a compulsory provision. This

ought to be solved through developing energy gathering inventions, energy conservation communication protocols and

developing green IoT systems which are eco-friendly. The barriers to adoption could be also central and one-third of

the respondents reported reliability and safety as the barriers to adoption, especially in mission critical applications like

healthcare monitoring, industrial automation and smart grids where failures even in the short-term can be disastrous. The

operation of variable and safety must be redundant, formally verified and fault-tolerant control systems which are controlled

in an adaptive manner. These problems described in Fig. 15, are characterized by varying amounts of reported research

but when added together, they indicate that technical advances in the IoT-enabled control should be facilitated by answers

to systemic risks and the lack of clarity in its functioning. It is only after these dimensions are solved that the IoT-based

control systems would be robust, scalable, and reliable, which is essential in a real-life system [79, 80].
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Figure 15: Documented prevalence of cross-cutting challenges in IoT-based control systems.

IX. EMERGING TRENDS AND RESEARCH DIRECTIONS

New studies in the field of control systems based on the IoT underline a number of directions. Co-design Edge-fog-cloud
allows the distributed control with the allocation of real-time tasks to edge layers and global optimization to the cloud in
order to minimize latency and bandwidth consumption [81]. URLLC innovations over 5G/6G guarantee high reliability and
low delay time-sensitive applications [82], whereas federated learning contributes to privacy via the decentralized model
training approach [83]. Also, TinyML enables on-device intelligence to enhance robustness and digital twins can be used
to simulate and provide predictive control using data-driven models in real-time [84], [85]. Zero-trust and blockchain-
based strategies enhance security whereas safe reinforcement learning and distributed optimization techniques can enhance
performance, safety, and scalability [86], [87]. These trends are summarized in Table III and are associated with the IoT
control stack and their functions in distributed architectures, communication efficiency, privacy-preserving intelligence, and
real-time decisions. Other methods that contribute to greater reliability and adaptability of the system include digital twins,
consensus optimization, and learning-augmented control. Together, these advancements offer a blueprint to scalable and
secure as well as resilient IoT-oriented control systems in the real-world complex settings [88].

Fig. 16 highlights the growth of IoT-enabled smart control domains between 2023 and 2025. Smart homes show steady
growth, increasing from USD 118.9 billion to USD 147.5 billion, driven by demand for automation and energy management.
Smart cities represent the largest and fastest-growing segment, rising from USD 679.8 billion to USD 894.1 billion due to
infrastructure expansion and sustainability initiatives. In contrast, smart irrigation grows modestly from USD 1.47 billion
to USD 1.59 billion, reflecting its niche role in precision agriculture. Smart transportation also shows gradual growth,
reaching USD 58.3 billion by 2025 through advancements in connected and intelligent transport systems. Overall, these
trends demonstrate both large-scale and sector-specific contributions of IoT to efficiency and sustainability across domains

[102, 103].
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TABLE III
Emerging trends and research directions for IoT-based control systems
References Trend Enabling Role in Con- | Representative
trol Systems techniques / examples
[89] Edge—fog—cloud co- | Push latency-critical | Edge = MPC;  event-
design loops to  edge/fog; | triggered control;
use cloud for fleet- | dynamic function
level optimization | placement/orchestration
and planning; reduce
backhaul and response
time
[90] URLLC (Ultra- | Millisecond-class Packet duplication
Reliable latency and “five-nines” | (3GPP Rel-16);
Low-Latency reliability  for  time- | network slicing; joint
Communication, critical, remote actuation | communication—control
5G—6G) for | in industrial/energy | scheduling
networked control systems
[91], FL for IoT con- | Continual model/policy | Federated Averaging
[92] trol/analytics updates without sharing | (FedAvg); client selec-
raw data; privacy and | tion; personalization;
bandwidth efficiency | anomaly detection;
across heterogeneous | predictive maintenance
devices
[93], TinyML / on-device | Always-on  perception | Quantization; pruning;
[94] inference and lightweight | neural architecture
decision policies on | search  for  MCUs;
microcontroller  units; | CMSIS-NN/TVM-micro
resilience when offline; | toolchains
reduced backhaul
[95], Digital twins for | Closed-loop sim-to- | Physics-/data-driven
[96] smart  grids & | control: asset health, | or hybrid twins; live
energy DER orchestration, | synchronization with
contingency  analysis; | IoT data streams
real-time validation
[97], Zero-trust & | Continuous identity | Zero-trust policy
[98] blockchain-backed verification; least- | engines; lightweight
IoT security privilege access; tamper- | cryptography; distributed
evident  actuation/data | ledger for access control
logs and auditing
[99], Safe RL & learning- | Constraint-aware Control-barrier and
[100] augmented MPC adaptation with | Lyapunov-based safety
guarantees; safety | layers; safe exploration;
wrappers for learned | RL-assisted MPC
policies; RL-tuned MPC | adaptation
[101] Distributed/consensus| Scalable coordination | Consensus protocols;
optimization for | and estimation with | gradient tracking;
multi-agent control bandwidth/privacy ADMM and variants;
limits; plug-and-play | distributed economic
across agents dispatch
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Figure 16: Projected IoT market demand (2023-2025) across smart control domains.

X. DISCUSSION

A cross-domain analysis indicates that the evolution of IoT-based control systems varies according to sector-specific
constraints, infrastructure readiness, and regulatory factors (Fig. 17). Smart cities exhibit rapid scalability supported by
advanced networks and distributed architectures, while smart homes face challenges related to interoperability and privacy,
addressed through approaches such as federated learning and TinyML. Smart irrigation emphasizes energy efficiency
and on-device processing, whereas intelligent transportation systems prioritize reliability and low-latency control using
advanced optimization and communication technologies. Across domains, three key insights emerge: the importance of
multi-layer integration for balancing latency and resilience, the need for built-in security and governance mechanisms, and
the shift toward hybrid learning-based control methods. Overall, IoT systems are transitioning from centralized models to
distributed, data-driven, and secure architectures, where communication, computation, and control are jointly optimized to
ensure performance, scalability, and sustainability in real-world applications [104, 105]. Despite the consistent evidence of
the advantages of the IoT implementation in the control systems provided in the reviewed studies, a critical comparison of
the articles reveals some significant differences in maturity, scalability, and practicability of the solutions in various domains.
An example is smart home or healthcare applications, which are commonly tested by low-cost prototypes and small-scale
deployments, proving their feasibility but not necessarily generalizable to large-scale real-world deployments. By contrast,
automation in industries and smart grid research are more inclined to use more organized architectures and optimization-
based control structures, but have stricter requirements concerning interoperability, cybersecurity and reliability. The other
critical inconsistency is that numerous studies have reported accuracy improvement, responsiveness or energy efficiency,
but with a variety of measures of evaluation, experimental environments, and hardware platforms, it is hard to compare

and contrast. Moreover, although Al- and edge-enabled is also suggested as a solution to adaptive and intelligent control,
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Figure 17: Comparative profiles of IoT control domains.

their sustainable operation, explainability, and safety in mission-critical contexts are not sufficiently proven. This shows that
application-specific implementations are abundant in the literature, but still are lacking in the unification of benchmarking
frameworks, standard evaluation criteria, and large-scale comparative validation, which are also the main research gaps in

future development of IoT-based control systems.

XI. FUTURE INSIGHT FOR I0T-BASED SMART SYSTEMS

The future of smart systems using IoT is not only influenced by the development of improved connectivity and
intelligence, but also many research gaps that remain unaddressed to date, which restrict the implementation of smart
systems on a large scale and reliability. Nevertheless, there remains a gap in the literature of standardized benchmarking
frameworks, small-scale real-world validation, inadequate interoperability among heterogeneous platforms, and insufficient
security, privacy, and safety-by-design mechanisms. Moreover, despite the growing number of reports on Al-based IoT
control approaches, their explicability, stability, and reliability in mission-critical settings are under-investigated. These
limitations are critical to the process of enhancing prototype-level implementations to scalable and reliable smart systems.
In line with this, a number of significant future directions can be identified. Digital twins and predictive autonomy will
help and assist in real-time simulation, predictive maintenance, and adaptive optimization of systems via virtual copies of
physical assets. Low-latency, secure communication of critical IoT applications can be enhanced by zero-trust architecture

and state-of-the-art 6G-enabled connectivity. Creating sustainable IoT design will continue to be a significant focus, and
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the importance of energy harvesting, low-power embedded design, and environmentally friendly operation will continue
to increase. IoT systems that are human-centred and ethical are also required to enhance transparency, trust, inclusivity,
and pragmatic acceptance of explainable Al-based control. Lastly, cognitive and self-organizing IoT systems offer an
exciting future where distributed intelligence can support adaptive, collaborative and self-healing behaviour in complex
control systems. In general, the activities of the future research must be aimed at the creation of the intelligent IoT-based
smart systems that will be not only intelligent and autonomous, but also secure, interoperable, scalable, explainable, and
sustainable [106-110].

XII. CONCLUSION

During the last decade, the growing interaction between IoT and control engineering has redefined how modern systems
operate, communicate, and adapt. This review paper has shown that IoT technologies are no longer peripheral tools, but
have become central elements in the design of intelligent and distributed control architectures. Through their integration
with embedded systems, IoT platforms allow machines, sensors, and software to work together in real time, improving
precision, reliability, and response capacity in a variety of applications from industrial automation and health monitoring
to transport networks and intelligent energy systems. Based on previous studies that have been published between 2015
and 2025, this review covered six major application domains and highlighted reported quantitative gains, including nearly
35% performance improvement in decentralized IoT-based control systems, about 33.33% energy savings in smart lighting
applications, approximately 93.7% accuracy in elderly smart-home assistance systems, and around 98% accuracy in loT-
based traffic control systems. The collected research emphasizes that this progress is driven by advances in sensing, wireless
communication, and lightweight edge computing. Nevertheless, despite these achievements, many obstacles remain.

The review identified four major cross-cutting challenge categories, with reported prevalence values of 53% for energy
efficiency and sustainability, 49% for security and privacy, 36% for interoperability and standardization, and 33% for
reliability and safety. To address these challenges, stronger international standards, more efficient hardware design, and the
integration of secure and adaptive algorithms are required to ensure safe operation in complex, data-rich environments. In
addition, the review highlighted eight major emerging research directions, including federated learning, TinyML, digital
twins, zero-trust security, and edge—fog—cloud cooperation, which are expected to shape the next stage of loT-based smart
systems. Together, these findings suggest a future in which control systems are not only intelligent and autonomous,
but also scalable, secure, energy-conscious, and self-improving. In this sense, loT-enabled control represents more than a
technological upgrade; it marks a conceptual shift toward systems that learn, predict, and cooperate within the broader
ecosystem of Industry 4.0. As research continues to mature, these architectures will play a decisive role in shaping the
future interaction between physical and digital worlds.
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